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Introduction

This report presents an implementation of an algorithm using matrices for encryption and decryption of
plaintext messages. Our algorithm is capable of encoding plaintext messages of any size and any character
set into a ciphertext which can be typed on a standard keyboard.

The security of the algorithm we will present is based on cipher keys. Keys are simple to generate and
are made up of a sequence of numbers and can vary in length and be as little as 4 numbers. For this report
we will use a 3x3 matrix with 9 numbers, for increased security. Even with knowledge of the encryption
algorithm, messages will remain secure as long as the key is not leaked. The key must be distributed to
anyone who needs to encode or decode messages. As such, it is imperative that the key be safeguarded.

Explanation and Example

The algorithm uses the knowledge that A~'(AM) = M is true, with A and M being matrices. M is our
message, put into a matrix, and A is the encryption key. In our example we will use a 3x3 matrix, but this
could be changed to 2x2 if it needed to be simplified for any reason, or 4x4, or any bigger square matrix, to
be even more secure. A 3x3 matrix, which can be represented with 9 numbers, is portable, easy to generate,
and significantly less vulnerable to brute force attacks than a 2x2 matrix.

Encryption - Step 1

We start with a plaintext message. We will use the short phrase "the quick onyx goblin jumps over the lazy
dwarf” as an example. The plaintext message is translated to numbers using the scheme A=1, B=2, C=3...
with the space character represented as the number 27. The resulting message after applyving this translation
is shown below.

208527172193 11 2715142524277 152 129 14 27 10 21 13 16 19 27 15 22 5 18 27 20 8 5
271212625274231186

The translation scheme we have presented above is a simple one representing all lower case letters of the
alphabet and the space character which we believe is sufficient for sending basic encrypted messages. How-
ever, alternative schemes can be used that include other character sets if this is not sufficient. In order to
add other characters, each new character must be assigned a unique number. For the purpose of sending
readable messages, representing the alphabet and space character is sufficient.











