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We at IMC were approached by your company concerning issues involving internal security breaches. Specif-
ically, you expressed having issues where sensitive information has been sent via text to the wrong recipients.
To keep vour data and information secure, we have come up with a nontrivial method of encrypting these
plaintext English messages. In this report we will go over the encryption process. as well as the mathematical
underpinnings which keeps your data safe.

Before defining the theory for the current system, some definitions must be provided. First, a dynamical
system is (loosely) a function ¢¢(x) = ¢(t,x) mapping 7' x M — M satisfying ¢g(x) = x and ¢y, 44, (x) =
b1, (04, (x)). In other words, a dynamical system provides the flow of each point z under a time map, where
the flow begins at z and can be naturally partitioned into subflows. A chaeotic dynamical system is here
defined to be a system which is topologically mizing and has sensitive dependence on initial conditions. The
former means merely that, given two subsets A, B of M, if we flow the points of A long enough (say, for
some time N) they will eventually intersect B, and at least one flowed point of A will continue to intersect
B for all time after that (formally, 3N such that, Vn > N, ¢,,(A) N B # @). We think of the flow as having
‘mixed’ the set A and B.

The latter term, namely sensitive dependence on initial conditions, merely means that nearby (but unequal)
points get split apart (for at least some time) as the system evolves. Finally, a discrete dynamical system
is merely a dynamical system such that the time component is given by iteration of some related function
6:M — M (with T =Z or T'=N), i.e. ¢po(x) =z, ¢1(x) = d(x), p2(x) = P(¢p(x)), and so forth.

With these definitions in mind, the basic encryption idea can be outlined as follows: take some dynamical
system with an unknown parameter (representing the key), canonically embed the message into some points
of the space domain for the system, flow the system forward for some time, determine the points where the
embedded message flowed to, and turn these points back into some encrypted. alphanumeric message. To
decrypt the message all one must do is re-embed the ciphertext and flow backwards in time until a readable
message appears. To prevent precision or floating point errors with decryption one should force the system
to be discrete, and to ensure decent encryption the system should be chaotic.

Fortunately, there is a very simple system which satisfies these constraints: The Discrete Cat Map, which
we will hereafter refer to either as ‘the cat map’ or with the letter I. The simple version of the cat map we
need here is defined to be the function (Zy)? — (Zy)? given by I'(z,y) = (2¢ + y.2 + y) mod N (Note:
throughout the rest of this paper, the letier N will be used only for this purpose) Importantly, the cat map is
known to chaotic and mixing, though proofs of these would take us far afield in this paper.

The cat map has another wonderful feature which makes it useful for a simple encryption system: it is
periodic. What this means is that there exists some & € N such that I',(z,y) = (z,y). As such, we can
keep iterating the system and will get back what we started infinitely many times; this is known as Poincaré
recurrence, and k is known as the return time. The importance of this feature is that instead of needing
to flow backward in time to return to our original state, we can instead flow forward in time. Interestingly,
the return time depends heavily on N, with no simple formula existing. In fact, it is not even true that as
N increases the return times increases (for example, N = 104 yields k& = 25, while N = 124 yields k£ = 15).
What is known is that & < 3V, so the return time cannot be radically higher than N. Because of this, we
can view the return time as being something easy to explicitly calculate from N, meaning the cat map has











