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Introduction: The problem we are faced with is a serious one. Our business competitors have
gained potential access to our company’s classified information via missent text messages. Our
goal with this report is to explain the solution our team has come up with 1n order to gain control
over these security breaches of the past and prevent them from reoccurring in the future. Human
error can be a serious cause of security problems, and our goal is to mitigate that as much as
possible. By creating a secure encryption system where company messages are sent, we will
prevent the accidental data leaks that can happen when someone mistakenly sends information to
someone it was not meant for.

Encrypting in our system: Our nontrivial encryption method encrypts each single letter to another
letter, in sequence through the whole text. It uses the original letter as well as where that letter is
positioned in the text. This yields extra strength over simpler methods that always translate a
given letter to another given letter, no matter where the original letter appears in the text. As
such, our system is more resistant to letter frequency analysis' attacks.

Our random key 1s two positive integers: call them a and b. The greatest common divisor

between a and 27 must be 1.

" An example of frequency analysis is as follows: “E” is very common in English text, so an attacker
looks at the most common symbol in the encrypted text and assumes it is “E”











