Group P

Dear OCRALI,

Thank you for your letter. We realize that, especially in these times of competition and of computing
progression, the need for secure cryptosystems becomes increasingly important and needed. We
commend your ability in identifying the vulnerabilities within your process. Mobile phone usage has
long been a security vulnerability, and we hope that our proposed cryptosystem will satisfy your needs
as a company.

In order to properly encrypt and secure the data, we have endeavored to find a cryptosystem and a
corresponding algorithm in order to code the messages, per the company’s request. The method we
describe here has been constructed to be a combination of the Vigenére cipher and the Hill Cipher. We
hope that the duality of this cipher will help prevent attempts to decode the messages by those who are
not meant to read them, and we will outline the reasons why we believe it will be so.

To encrypt using our process, we must first obtain the first part of a key which is 4 to 6 letters long. We
convert these letters to numbers (by assigning a=0, b=1, and so on until z=25). This algorithm will
then roll through each letter of the message (omitting spaces) and shift the letter by that number of
letters in the alphabet. An alternative way of calculating this, is assigning each letter of the plaintext to
a number (using the system just discussed) and add the key’s number to that letter. We use the
following table in our example.

A|B|C|D|E|F|G|H|I|J|K|L|M
0|12 |3 |4 |5|6|7 |8 |9)|10)11 12

NIO|IP I  Q|R|(S|T|U |V | W|X|Y|Z
13|14 |15 |16 (17 (18 (19 |20 |21 |22 (23 | 24 | 25

For example, if the key i1s “OCRAI”, then the corresponding shift factor is
[14, 2, 17,0, 8]. Let us have a plaintext that begins with “Four score and seven...” We now convert
this sequence to their corresponding numbers, which gives us

514201718214174013318421413

We then add each key to each letter, adding the first letter of the key to the first letter of the plaintext,
second to second, and so on, and once we reach the end of the key (in this case, after 5 letters), we
begin again. We note that if our resulting number is greater than or equal to 26, we subtract 26 from it.
We also note that if the message has an odd number of letters, we will add a random letter to the
ciphertext at the end of the message, which is necessary for the next step in our cipher. So our resulting
ciphertext will be based on (where R is a random number chosen to make the number of letters even).

19161170161684815943 1815R

We note that multiple times in our cipher, we had to subtract 26 in order to keep the answer between 0
and 25.



We now explain the second part of the 2-step cipher. We now manipulate the cipher using Linear
Algebra to further encrypt our data. The second part of the key should be 4 letters long, which will
correspond to 4 numbers. In our case, let our full key be OCRAIFIRD. These last 4 numbers will
represent a matrix, which will look like
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We then take numbers from our previous ciphertext, two at a time, and multiply them by the matrix. So,

given letters a and b, and numbers in our 2 x 2 matrix c, d, ¢, f, we can multiply them, and the resulting
formula is

a*ct+b*e and a*d+b*f

two numbers which will replace what we previously had in our ciphertext. Using our previous example
and key, this will give us (using S in computations using R):

3188712228220412239690SS
Giving us the resulting ciphertext
dsgymwiwaemxjgjaSS

We note that in our choice of a key, the first 4-6 letters are completely arbitrary, but the last 4 (for the
matrix) must be a matrix that is invertible (modulus 26). The way that we can ensure that a matrix 1s
invertible (mod 26) is seeing if ged(26,(cf-de))=1.

In order to decode, we must find the invertible matrix of the key, and follow the same process in
reverse (multiplying two elements at a time to the inverted matrix and subtracting the first key amount).

We have performed a frequency analysis, and have discovered that in this process, the frequency of the
letters is very similar, eliminating most possibility to decrypt using that method. Eliminating spaces
also eliminates the ability to use word length to determine the message. The double layer of encryption
adds an extra layer of security, making it difficult to test all of the combinations of the two keys. The
Vigenére cipher has the weakness of being able to test all the combinations of cipher lengths, and from
that be able to determine the key. The duality of this cipher covers that weakness. The Hill cipher
alone has the vulnerability of a plaintext attack, and by having a piece of plaintext and the
corresponding cipher, the matrix key is easily obtained. Again, this duality covers this vulnerability.

For your convenience, we have included a Python file that automates the process of encryption and
decryption.

Sincerely,

Independent Mathematical Contractors, Inc.











